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Subject Line. The subject line may not contain deceptive information.

Identification. The e-mail is required to carry a “clear and conspicuous” identification that it is 
an advertisement or solicitation.

Opt Out. The e-mail must contain “clear and conspicuous” notice of the opportunity to opt out 
of receiving future e-mails from the sender.

Notice. An e-mail may not be sent after the sender received notice that the recipient no longer 
wishes to receive e-mail from the sender (i.e., has “opted out”).

Postal Address. The e-mail contains the sender’s physical postal address.

In 2006, the United States joined over forty other countries in ratifying the International 
Convention on Cybercrime. The treaty requires states to adopt a number of computer crimes 
already punished under U.S. laws and attempts to increase cooperation among countries in com-
bating computer crime. This type of collaboration in attacking crime is necessary because of the 
ability of computer criminals in one country to commit crimes in other countries.

In 2011, Aaron Swartz, twenty-six, a leading advocate for open access to information, broke 
into the computer network at Massachusetts Institute of Technology and downloaded millions of 
documents from JSTOR, a nonprofit online organization that sells access to scholarly articles to 
libraries. Swartz believed that information should be available to everyone and that it was wrong 
that only faculty and students whose library could afford access to JSTOR had access to scholarly 
research. Swartz hoped to bring attention to JSTOR’s monopoly over research, some of which had 
been funded by federal dollars. Swartz was charged with multiple counts of computer fraud, carry-
ing a potential sentence of up to thirty-five years in prison and $1 million in fines. He reportedly 
was extremely depressed over his impending criminal prosecution and committed suicide before 
the case was brought to trial.54

10.2 Lori Drew, forty-nine, created 
a Myspace account in 2007 under 
the name of Josh Evans, a ficti-
tious sixteen-year-old male. “Josh” 
started corresponding with thir-

teen-year-old Megan Meier. “Josh” told Megan that he 
recently had moved to a nearby town, and they corre-
sponded for several weeks. Josh’s tone changed at 
some point during the correspondence, and he wrote in 
an instant message that “the world would be a much 
better place without you.” Megan responded to Josh 
that he was the kind of boy that “a girl would kill herself 
over,” and shortly thereafter, on October 16, 2008, 

Megan committed suicide. Lori was angry over Megan’s 
alleged gossip about her daughter Sarah and knew that 
Megan suffered from depression and harbored thoughts 
of suicide. Lori was prosecuted by federal authorities 
under the Computer Fraud and Abuse Act (CFAA). The 
jury found that Lori intentionally had violated the terms 
of service of Myspace and that as a result she was guilty 
of “accessing a computer involved in interstate or for-
eign communication without authorization or in excess 
of authorization to obtain information.” Is the intentional 
breach of a Web site’s terms of service sufficient to con-
stitute a criminal violation of the CFAA? See United 
States v. Lori Drew, 259 F.R.D. 449 (C.D. Cal. 2009).

You Decide

You can find the answer at study.sagepub.com/lippmaness2e

THEFT OF INTELLECTUAL PROPERTY
Intellectual property refers to the content of books, films, artistic works, musical scores, and 
other “products of the mind.” The protection of intellectual property is intended to safeguard the 
creative product of individuals and to allow the “creators” to profit economically from their work. 
This provides an incentive for individuals to go through the demanding process of writing books, 
carving a sculpture, producing a film, or developing a computer program.


