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industry-sponsored research projects have revealed significant vulnerabilities 
and the emergence of new technologies that are increasing the risks to the 
industrial control systems that monitor and maintain key industries. These 
vulnerabilities are closely linked to the prevalence of aging systems and the 
lack of many basic security steps such as building firewalls or password pro-
tections. In a recent industry-sponsored study, hackers were able to break 
into six out of seven industrial control systems by exploiting hardware and 
software flaws such as backdoors that allowed hackers “to download or side-
step security completely.”18 In 2010, DHS noted the increased risk and rec-
ommended “placing all control system assets behind firewalls, using secure 
remote-access methods and disabling default passwords.”19

But even those systems that have security upgrades are still vulnerable to 
attack. In 2007, the DHS partnered with the power industry to conduct Project 
Aurora. The experiment demonstrated that hackers from the Idaho National 
Laboratory could remotely hack into an electric generator through the network 
and “by repeatedly triggering circuit breakers, [create] massive torque on the 
machinery, which eventually started to shake, smoke and tear itself to pieces.”20 

Box 3.1  LEXICON OF CYBER ATTACKS

The following activities represent, in ascending order of difficulty, many 
of the general types of offensive computer network operations currently 
observed in cyberspace.

Defacement: Altering a website or other online target for mischief or 
political purpose. Similar to graffiti.

DOS (Denial of Service)/DDOS (Distributed Denial of Service): The use 
of computers to deny access by visitors to a website or other online 
source. Can be done for commercial, criminal, political, or military 
purposes.

BOTS/Worms: Techniques to take command and control of one or more 
external computers remotely. Those computers can then be employed for 
various purposes, including DDOS attacks and ex-filtration of data.

Exploit: Penetration of a computer or computer network to identify, 
alter, or ex-filtrate data sets or code.




