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A better approach to problem definition starts with consideration of the 
real target of counterintelligence: the foreign intelligence service. Good 
counterintelligence requires good analysis of the hostile intelligence services. 
As we will see in several examples later in the book, if you can model an 
opponent’s intelligence system, you can defeat it. So we start with the target as 
the core of the problem and begin a strategies-to-task breakdown. Figure 2-4 
illustrates the result: a simple first-level problem breakdown.

If the counterintelligence problem is defined in this fashion, then 
counterintelligence activity will be forward leaning and will focus on managing 
foreign intelligence perceptions through a combination of covert action, 
denial, and deception. The best way to win the strategic CI conflict is to take 
the offense (model the target, anticipate the opponent’s actions, and defeat 
him). Instead of denying information to the foreign service, for example, you 
feed it false information that eventually degrades the opponent’s confidence in 
his intelligence services.

To do this one needs a model of the foreign intelligence system that can 
be subjected to target-centric analysis, one that includes its communications 
channels and nodes, its requirements and targets, and its preferred sources of 
intelligence. How one uses such a model is discussed in the next chapter.

Figure 2-4    Counterintelligence Problem Breakdown
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Summary
Before beginning intelligence analysis, the analyst must understand the 
customer’s problem. That usually involves close interaction with the customer 
until the important issues are identified. The problem then has to be 
deconstructed in a strategies-to-task process so that collection, synthesis, and 
analysis can be effective.

All significant intelligence problems, however, are complex and nonlinear. 
The complex problem is a dynamic set of interlocking issues and constraints, 
with many stakeholders and no definitive solution. The linear strategies-to-
task process is not an optimal way to approach such problems, but it can work 
if it is frequently reviewed and updated during the analysis process.




