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The technologies they discuss are available and usable anywhere, as demon-
strated by the Zapatista netwar: In January 1994, a guerrilla-like insurgency in 
Chiapas, Mexico, by the Zapatista National Liberation Army and the Mexican 
government’s repressive response caused a collection of activists associated 
with human-rights, indigenous-rights, and other types of nongovernmental 
organizations elsewhere to link electronically with similar groups in Mexico to 
press for nonviolent change. What began as a violent insurgency in an isolated 
region mutated into a nonviolent but disruptive social netwar that engaged the 
attention of activists around the world and had both nationwide and foreign 
repercussions for Mexico. The Zapatista insurgents skillfully used a global 
media campaign to create a supporting network of NGOs and embarrass the 
Mexican government in a form of asymmetric attack (a form of conflict that 
exploits dissimilarities in capability between two opponents).16

Netwar is not the same as information warfare, though the two may over-
lap in some problems. Information warfare, also called information operations, 
encompasses the use of information systems, including computers, communi-
cations networks, and databases, for competitive advantage against an oppo-
nent. Thus information warfare can be one of the “levers” that are pulled in 
netwar; computer networks may be a part of the target. But one can engage in 
netwar without attacking the opponent’s information systems.
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Figure 1-5  Netwar Example Against a Cocaine Network

Note: Dotted lines represent the control that leadership exerts; solid lines entering the target  
network indicate targeting by the intelligence customer network.




