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approach in this book is quite different. Instead of following the U.S. 
stovepipes, this book tries for a logical breakout that focuses on the nature of 
the material collected and processed, rather than on the collection means. 
Figure 6-2 illustrates this view of collection sources. It divides intelligence 
collection into two major source types and adds a new form of literal 
intelligence that has come into prominence: cyber collection.

Traditional COMINT, HUMINT, and open source collection are mainly 
concerned with literal information, that is, of information in a form that 
humans use for communication. The basic product and the general methods 
for collecting and analyzing literal information are usually well understood by 
intelligence analysts and the customers of intelligence. It requires no special 
exploitation after the processing step (which includes translation) to be 
understood. It literally speaks for itself.

Nonliteral information, in contrast, usually requires special processing and 
exploitation in order for analysts to make use of it. It is important to 
understand the nature and limitations of such processing and exploitation.

The rationale for this division is that analysts can challenge the 
interpretation of COMINT, HUMINT, cyber collection, or open source, if they 
are given access to the original material (and have language and cultural 
expertise). But if the processor/exploiter of nonliteral material makes a 
judgment, it is difficult for anyone else to contradict the judgment unless that 
person is also an expert in the field. Interpreting a hyperspectral image or an 
ELINT recording takes special expertise.

The logic of this division has been noted by other writers in the 
intelligence business. British author Michael Herman observed that there are 
two basic types of collection: one that produces evidence in the form of 
observations and measurements of things (nonliteral), and one that produces 
access to human thought processes (literal).3

This is not a completely satisfactory, or “clean,” separation. An important 
part of COMINT—traffic analysis—is not literal information; it depends on 
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