
132    Chapter 7

The same principle applies in communications engineering; Claude 
Shannon described it in his communications theory exposition.9 Just as heat 
always flows so that entropy (chaos, randomness) increases, so on a digital 
communications line the originally crisp pulses will gradually lose their shape 
over distance and disappear into the noise, as illustrated in Figure 7-1.

As is the case with an electronic communications channel that is analyzed 
by applying Shannon’s communications theory, some nodes in the intelligence 
communications channel contribute more “noise” than others. A communi
cations pulse traveling down a noisy or distorted channel loses its shape and 
finally disappears in noise. The signal disappears completely or emerges as the 
wrong signal.

The same communications problem occurs in organizations. Large and 
complex systems tend to have more entropy. The result is often described as 
“poor communication” problems in large organizations, and the effects can be 
observed in the large project curve discussed in chapter 15. Over a long chain 
of human communication, the equivalent of the process depicted in Figure 7-1 
is that the original message eventually becomes little more than rumor.

In the business intelligence world, analysts recognize the importance of 
the communications channel by using the differentiating terms primary 
sources, for firsthand information, acquired through discussions or other 
interaction directly with a human source and secondary sources, for information 
learned through an intermediary, a publication, or online. This division 
downplays the many gradations of reliability, and national intelligence 
organizations commonly do not use the primary/secondary source division. 
Some national intelligence collection organizations use the term collateral to 
refer to intelligence gained from other collectors, but it does not have the same 
meaning as the terms primary and secondary as used in business intelligence.

But neither the primary-versus-secondary distinction nor the collateral-
evidence distinction serves a useful purpose; it is more important to look at 
the communications channel itself. Ask about the channel, What was it? Is this 
information being intentionally provided? If so, what part of it is true? Is it 
deception, or is it a message or signal to the opponent? If it is a message or 
signal, what is the message, and what is the reason for it?

Figure 7-1    The Effect of Entropy on the Communications Channel

Entropy (randomness, chaos) always increases.
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