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The main disadvantage of OSINT is its volume. In many ways, it 
represents the worst wheat-and-chaff problem. Some argue that the so-
called information revolution has made OSINT more difficult without a 
corresponding increase in usable intelligence. Computers have increased the 
ability to manipulate information; however, the amount of derived intelligence 
has not increased apace.

The OSINT phenomenon called echo or circular reporting is the effect of a 
single media story being picked up and repeated by other media sources until 
the story takes on a much larger life of its own, appearing more important 
than it actually is. In other words, there is repeated reporting on the reporting. 
Echo is difficult to deal with unless one is aware of the original story and can 
therefore knowingly discount its effect. Echo or circular reporting can happen 
under the other INTs as well.

Popular misconceptions about OSINT persist, even within the intelligence 
community. OSINT is not free. Buying print media costs the intelligence 
community money, as do various other services that are useful—if not 
essential—in helping analysts manage, sort, and sift large amounts of data 
more efficiently. Another misconception is that the Internet or, more properly, 
the World Wide Web, is the main fount of OSINT. Experienced intelligence 
practitioners have discovered that the Internet—meaning searches among 
various sites—yields no more than 3 to 5 percent of the total OSINT take. 
That is why practitioners spend much time on what is called the “Deep Web,” 
meaning that much larger portion of the Web that has not been indexed by 
search engines. Some experts estimate that the Deep Web is roughly some 500 
times bigger than the easily accessible web.

The availability of open source via computer technology has raised new 
issues: copyrighted material and privacy of information that may be posted but 
is still considered personal. The DNI’s open source office is creating guidelines 
to deal with these issues as part of its larger program to certify individuals 

Soviet/Russian embassy to alert Moscow that something must be 
going on somewhere in the world.

Some other INTs that intelligence officers talk about are

LAVINT: lavatory intelligence, such as heard in restrooms,

RUMINT: rumor intelligence,

REVINT: revelation intelligence, and

DIVINT: divine intelligence.




