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Edward Snowden’s revelations about National Security Agency (NSA) collection 
activities aimed at them. (See box, “Who Spies on Whom?”)

However, counterintelligence is more than a defensive activity. There are at 
least three types of CI.

•• Collection: gaining information about an opponent’s intelligence 
collection capabilities that may be aimed at one’s own country

•• Defensive: thwarting efforts by hostile intelligence services to penetrate 
one’s service

•• Offensive: having identified an opponent’s efforts against one’s 
own system, trying to manipulate these attacks either by turning 
the opponent’s agents into double agents or by feeding them false 
information that they report home

Paul Redmond, a Central Intelligence Agency (CIA) officer who spent 
a large part of his career on counterintelligence issues, defined CI as a 
broad array of activities, all designed to support one’s own efforts and 
thwart hostile ones. Redmond’s list includes counterespionage (countering 
penetrations of one’s service), asset validation (confirming the bona fides 
of human intelligence, or HUMINT, sources), disinformation (putting out 
false information to support penetrations), and operational tradecraft. John 
Ehrman, another CIA counterintelligence veteran, defined CI as “the study of 
the organization and behavior of the intelligence services of foreign states and 
entities and the application of the resulting knowledge.”

The world of spy and counterspy is murky at best. Like espionage, 
counterintelligence is a staple of intelligence fiction. But, like all other aspects 
of intelligence, it has less glamour than it does grinding, painstaking work.

Who Spies on Whom?

Some people assume that friendly spy agencies do not spy on one 
another. But what constitutes “friendly”? The United States and its 
“Five Eyes” partners, or “Commonwealth cousins”—Australia, Britain, 
Canada, and New Zealand—enjoy a close intelligence partnership 
and do not spy on one another. Beyond that, all bets are off.

In the 1990s, the United States allegedly spied on France for 
economic intelligence. In the 1980s, Israel willingly used Jonathan 
Pollard, a U.S. Navy intelligence employee who passed sensitive 
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