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information. However, critics held that these changes did not address some 
perceived abuses, such as personal questions that had little relevance to the 
granting of a clearance.

Beyond taking a polygraph (known as “being put on the box”), employees 
and prospective employees are evaluated for other possible indicators of 
disloyalty. Changes in personal behavior or lifestyle—marital problems, 
increased use of alcohol, suspected use of drugs, increased personal spending 
that seems to exceed known resources, running up large debts—may be signs 
that an individual is spying or susceptible to being recruited or volunteering 
to spy. Any of these personal difficulties may befall an individual who would 
never consider becoming a spy, but past espionage cases indicate some reason 
for concern. For many years, individuals with security clearances would be 
leery about seeking mental health assistance out of concern that this might 
jeopardize their clearances. This was eventually changed to allow for a range 
of counseling, including counseling for family issues, grief, marital issues, and 
sexual assault. (See box, “Why Spy?”) The response of counterintelligence agents 
to the discovery of such problems depends on the suspect’s larger patterns of 
behavior, how long the problem persists, and evidence of potentially hostile 
activity. In the aftermath of the Ames case—in which marginal performance, 
alcohol abuse, and a sudden increase in fairly ostentatious personal spending 
should have been taken as indicators of a problem—U.S. intelligence increased 
the amount of personal financial information that intelligence personnel must 
report on a regular basis. These financial-reporting forms assume, however, 
that ill-gotten gains show up in some way that is detectable with or without 
the cooperation of the recipient—cash, stocks, or new homes, cars, and so 
forth bought with cash received. However, as was learned from both the Ames 
and the Hanssen cases, the country supporting the espionage may be putting 
some or all of the money in escrow accounts that will not be detected—or 
even accessed—until years after the espionage is completed. Again, the cases 
of Ames and Hanssen are instructive. Ames’s lifestyle clearly changed—new 
house, new car, better clothes, cosmetic dental work—but all this occurred 
before the financial-reporting forms were required. Outwardly, Hanssen’s life 
showed no signs of increased wealth.

Why Spy?

U.S. counterintelligence emphasizes personal financial issues in 
assessing security risks. Many people involved in the worst espionage 
cases suffered by the United States—Aldrich Ames, Robert Hanssen, 




