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Internal Safeguards

All intelligence agencies establish a series of internal processes and 
checks, the main purposes of which are to weed out applicants who may 
be unsuitable and to identify current employees whose loyalty or 
activities are questionable. The vetting process for applicants includes 
extensive background checks, interviews with the applicants and close 
associates, and, in the United States at least, the use of the polygraph at 
most agencies. The ideal candidate is not necessarily someone whose past 
record is spotless. Most applicants likely have engaged in some level of 
experimentation—either sexual or drugs, or both. Some may have 
committed minor criminal offenses. It is crucial, however, that applicants 
be forthcoming about their past and be able to prove that they are no 
longer exhibiting behaviors that are criminal, dangerous, or susceptible 
to blackmail.

The polygraph, sometimes mistakenly referred to as a lie detector, is a 
machine that monitors physical responses (such as pulse and breathing 
rate) to a series of questions. Changes in physical responses may indicate 
falsehoods or deceptions. The use of the polygraph by U.S. intelligence 
remains controversial, as it is imperfect and can be deceived. A 2002 study 
by the National Research Council found that polygraphs are more useful 

U.S. intelligence that he believed Israel needed to know. Some 
people were surprised—if not outraged—that post–Soviet Russia 
would continue using Aldrich Ames to spy against the United States. 
(Subsequent revelations about the espionage of Robert Hanssen 
stirred less surprise—perhaps a sign of increased maturity gained 
through painful experience.) In the late 1990s, a House committee 
found that China stole nuclear secrets from the United States at 
a time when the two nations were strategic partners against the 
Soviet Union. In 2013, information leaked by Edward Snowden 
revealed that the United States collected intelligence against 
various European allies, the European Union (EU), and several Latin 
American nations.

In the 1970s, a “senior U.S. government official” (probably 
Secretary of State Henry A. Kissinger) observed, “There is no 
such thing as ‘friendly’ intelligence agencies. There are only the 
intelligence agencies of friendly powers.”
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