
Chapter 8 | Covert Action    237236    Intelligence: From Secrets to Policy 

Indeed, it is likely that cyberspace will increasingly be seen as one means 
of conducting several types of covert actions, including propaganda, economic 
activity, and sabotage. For the United States, at least, this raises several issues 
about legal authorities and oversight. Cyber capabilities reside in NSA, which 
is both an intelligence agency and a combat support agency, and in several 
military components, including Cyber Command. For a cyber activity to be 
considered a covert action, as opposed to a military action, it would have to be 
conducted by an intelligence agency. As discussed below, covert actions and 
military actions are subject to different types of congressional oversight. Gen. 
Keith Alexander, who serves as both the director of NSA (usually called the 
DIRNSA; 2005–2014) and as the commander of Cyber Command (2010–2014) 
has said that cyber attacks on enemy computer systems should be authorized 
by the president and secretary of defense and not be undertaken at the 
discretion of military commanders.

Coups, the overthrow of a government, either directly or through 
surrogates, are another step up the covert action ladder. (See Figure 8.1.) 
Again, a coup may be the culmination of many other techniques—propaganda, 
political activity, or economic unrest. The United States used coups 
successfully in Iran in 1953 and in Guatemala in 1954 and was involved in 
undermining the Allende government in Chile, although the coup that brought 
down his government was indigenous.

Paramilitary operations are the largest, most violent, and most dangerous 
covert actions, involving the equipping and training of large armed groups for 
a direct assault on one’s enemies. They do not involve the use of a state’s own 
military personnel in combatant units, which technically would be an act of 
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