
222  Part III  Securing the Homeland

Intelligence Support to Government Cybersecurity

Most intelligence on cyber threats is collected by those being attacked and the 
centers, such as NCCIC and MS-ISAC, that collect, collate, and share this informa-
tion (intelligence). DHS (Office of Intelligence and Analysis) has recently surged 

its support to NCCIC with this final task.
The .gov world also includes state and local 

governments, and, as noted above, the 
MS-ISAC14 plays a significant role, serving as 
the central cybersecurity resource for these sub-
national governments. The MS-ISAC collabo-
rates with physical security partners, including 
state-level homeland security directors and law 
enforcement, through the Cyber Threat 
Intelligence Coordinating Group (CTICG).

In collaboration with the New York State Police and the Federal Bureau of 
Investigation (FBI), the MS-ISAC established the CTICG to provide situational 
awareness to subnational stakeholders by taking threat intelligence and making 
it actionable, unclassified information.

The CTICG currently includes representatives from the following entities:

FBI

Federal Energy Regulatory Commission

NSA

U.S. Air Force

U.S. Department of Homeland Security

—National Cyber Security Division

—Office of Intelligence and Analysis

—U.S. Immigration and Customs Enforcement Homeland Security 
Investigations

U.S. Department of Justice

U.S. Secret Service

State of New York

—Office of Cyber Security

—Office of Counter Terrorism

—Intelligence Center

RESEARCH ISSUE

The DOD’s cyber capabilities are 
massively larger than those of 
DHS. Should DOD rather than DHS 
be responsible for protecting the 
.gov and/or .com world? Why?




