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Initiative, which was first launched by President Bush in National Security 
Presidential Directive 54/Homeland Security Presidential Directive 23 (NSPD-
54/HSPD-23) in January 2008. As recently as February 2013, President Obama 
issued another presidential policy directive (PPD-21) calling for additional 
actions and capabilities to bolster the security of critical infrastructure cyber 
systems and networks.3

SETTING THE STAGE: DEFINING THE CYBER THREAT

Since before 9/11, terrorism has topped the list of threats facing the United 
States, but the cyber challenge may well be moving permanently into the top 
spot. In fact, in both the March 2013 and January 2014 versions of the 
annual Worldwide Threat Assessment of the U.S. Intelligence Community,4 the 
director of national intelligence listed cyber as the top threat, moving it 
above both terrorism and proliferation of weapons of mass destruction 
(WMDs). As discussed in Chapter 2, this annual presentation to Congress 
and the highly classified full report on which it is based constitute the 
definitive rank-ordering and strategic analysis of the major threats we face. 
As such, the Intelligence Community (IC) is telling Congress that for 2 
straight years the intent and capability of those individuals, groups, and 
nations that can attack our cyber systems has represented a greater threat to 
the nation than any other potential danger, including terrorism and WMD 
proliferation.

In an unusual departure from previous threat briefings, the 2013 testimony 
begins with a hard-hitting assessment of the cyber threat. As such, it is an 
excellent example of the strategic intelligence prepared for senior policymakers 
and resource managers in the cybersecurity arena.

Excerpt: Worldwide Threat Assessment of the  
US Intelligence Community: Cyber5

We are in a major transformation because our critical infrastructures, economy, personal 
lives, and even basic understanding of—and interaction with—the world are becoming 
more intertwined with digital technologies and the Internet. In some cases, the world is 
applying digital technologies faster than our ability to understand the security implica-
tions and mitigate potential risks.




