Figure 8.2 p U.S. Cyber Command

FACTS

= Established by DoD in 2009; Initial
Capability reached 21 May, 2010.

Operational

® Sub-unified command under US. Strategic
Command; Headquartered at Fort Meade, MD

® Restructure of existing DoD entities

u Directs operation and defense of DoD
Information networks

= Commander, USCYBERCOM has dual function as
Director, National Security ~Agency/Chief,
Central Security Service

= Separate and distinct mission from NSA enables
leveraging of capabilities

= Service elements include: USA—Army Cyber
Command; USAF-24 Air Force/Air Force Cyber
Command; USN—Fleet Cyber Command;
USMC—Marine Forces Cyber Command;
USCG—Coast Guard Cyber Command*

= Cyberspace is critical to joint military
operations, on par with sea, land, air and space
and must be protected

= Prepared to provide military options / support
1o strategc situational awareness to the nation
when directed by the President

= Complies with all applicable law
and Executive Orders that govemn m
planning and operations

computing devices -

USCYBERCOM MISSION

= Plan, coordinate, integrate, synchronize, and conduct operations and defense of DoD
information networks

= Be prepared to conduct full spectrum military cyberspace operations when directed

= Ensure U.S/Allied freedom of action in cyberspace and deny the same to our adversaries

Nation State

(Foreign Government Sponsored)

Nation States' growing interest in developing
more sophisticated cyber programs and
capabilities has led to new challenges in the
defense of DoD's information networks.

Phusical

threats continue to be a concern

nd, mixed with non-kinetic threats, can
severely impact the effectiveness of
military joint operations.

Non-Nation State
Non-Nation States' support for terrorist

and organized criminal groups has

presented more opportunities for

disruption of DoD's information networks.

Virtual

Non-Kinetic threats to DoD information
networks are just as real and damaging
as physical threats.

= Growing array of cyberspace threats
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