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For a specific example,12 NISAC has developed a range of capabilities for 
analyzing the consequences of disruptions to the chemical manufacturing 
industry. Each capability provides a different but complementary perspective 
on questions such as, Given an event, will the entire chemical sector be 
impacted, or just parts? Which chemicals, plants, and complexes could be 
impacted? In which regions of the country? How long will these impacts last? 
Impacts to the chemical manufacturing sector can come from changes in regu-
latory policy or from physical threats such as natural disasters. A natural disas-
ter, accident, or intentional attack can damage chemical plants, ports, 
pipelines, and rail and road transportation routes, impacting the ability of 
chemical facilities to produce and deliver chemicals. The chemical industry 
and supporting government agencies need to understand chemical supply 
chain relationships, dynamics, and cascading effects to improve the sector’s 
resilience to these disruptive events.

Today, both HITRAC and NISAC report to the DHS assistant secretary for 
infrastructure protection, whose organization drives the CI protection effort13 
and publishes the infrastructure protection reports.

As previously noted, roughly 85% of our CI is owned by the private sector, 
and so the private sector incurs the bulk of the responsibility for and cost of 

protecting its assets. By definition, 
then, the private-sector owners and 
operators of CI must be considered 
our key customer group, and our 
discussion will focus on the unclas-
sified and only slightly protected 
(“For Official Use Only”) docu-
ments that the government makes 
available to the private sector.

Because most private-sector orga-
nizations do not have access to clas-
sified information, the DHS, Federal 

Bureau of Investigation (FBI), and National Counterterrorism Center work dili-
gently to cull information from classified sources but then structure and general-
ize the information sufficiently to protect sources and methods and present the 
information at the unclassified level. (See the box on the FBI’s premiere CI pro-
tection program—InfraGard.) In this format, intelligence officers tend to talk 
about these reports under the rubric information sharing, while the term  

RESEARCH ISSUE

Over the past few years, the DHS Office of 
Intelligence and Analysis has shifted signifi-
cant analytic resources away from physical 
infrastructure protection in favor of analyzing 
cyber threats to CI. Does this shift make 
sense? Why?




