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As in our discussion of indicators in Chapter 7, all these indicators are 
observable, and if a significant number of them are present, then further inves-
tigation is necessary. Notice that in the cyber case, these indicators can be pro-
grammed into screening tools that are applied to all incoming e-mails to 
automatically detect those that are suspect. Such tools are obviously useful to 
critical infrastructure companies but would also be useful to the entire range of 
private organizations and the public.

Cybersecurity Intelligence for/from the Public
The majority of cybercriminals do not discriminate; they target vulnerable 

computer systems regardless of whether they are part of a government agency, 
large corporation, or small business, or belong to a home user. Most vulnera-
bilities of, and malicious acts in, cyberspace can be addressed through good 
cyber hygiene. Cyber hygiene can be practiced by everyone, and it is just as 

▸▸ May include maliciously-crafted attachments with varying file extension or links to a 
malicious website

▸▸ May appear to be from a position of authority or legitimate company:

{{ Your employer

{{ Bank or credit card company

{{ Online payment provider

{{ Government organization

▸▸ Asks you to update or validate information or click on a link

▸▸ Threatens dire consequence or promises reward

▸▸ Appears to direct you to a web site that looks real

Spear phishing specifically:

▸▸ Has a high level of targeting sophistication and appears to come from an associ-
ate, client, or acquaintance

▸▸ May be contextually relevant to your job

▸▸ May appear to originate from someone in your email address book

▸▸ May contain graphics that make the email look legitimate
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