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CYBERSECURITY BEYOND THE .MIL AND .GOV WORLDS

The federal government does not and probably cannot take responsibility for 
comprehensive cybersecurity in all other Internet domains, such as .com and 
.net. As in the physical world, law enforcement attempts to protect the private 
sector and the public from all types of cybercrime but looks to both to take 
prudent measures analogous to building fences, locking doors, and hiring 
security guards to protect themselves. In addition to the law enforcement func-
tion, the government has always taken an intrusive role in protecting selected 
critical infrastructure against potentially catastrophic acts of sabotage, crime, 
and accidents. These sectors include nuclear power, chemicals, electric power, 
and defense industries. But now DHS works through all 18 of the critical infra-
structure protection structures. As we saw in Chapter 7, these programs have 
grown exponentially since 9/11 and include a strong cyber-protection dimen-
sion, especially in their Information Sharing and Analysis Centers (ISACs). 
Both the cyber law enforcement and cyber critical infrastructure protection 
efforts require robust intelligence (information sharing) support.

Cybersecurity Intelligence for Law Enforcement
The premier federal law enforcement cyber program is the National Cyber 

Investigative Joint Task Force (NCIJTF), the cyber equivalent of the Joint 
Terrorism Task Force system for counterterrorism.16 The FBI, along with the 
DOD’s DC3, initiated this effort and then expanded the model to critical infra-
structures, industry, and international partners (see Figure 8.5).

the threat. And once again, this new information on the severity of the threat results in 
another update on the actions to be taken, this time in the form of more urgent recom-
mendations to fix the Java or remove it.

January 14—UPDATED RECOMMENDATIONS

We recommend the following actions be taken:

▸▸ Apply the patch from Oracle immediately after appropriate testing.

▸▸ Consider disabling or uninstalling the Java browser plugin on all systems unless 
there is a valid business need to have it installed.
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