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Figure 8.1 ▸ Intelligence Support for Cybersecurity
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U.S. Cyberwarfare
The U.S. government has both offensive and defensive cyberwarfare pro-

grams, and cybersecurity is the essence of the defensive dimension. Cyberspace 
is the battlefield of the future, and, not surprisingly, the Department of Defense 
(DOD) is the dominant actor.9 On the civilian side of DOD, the deputy assistant 
secretary of defense for cyber policy is the senior official in all cyberwarfare 
areas.10 This is the Office of Primary Responsibility within the Office of the 
Secretary of Defense for policy matters related to activities in cyber or involving 
cyber systems. Among other duties, he or she is responsible for ensuring that 
cyber-related activities are integrated into national and DOD strategies, and for 
developing, coordinating, and overseeing implementation of U.S. government 
and DOD policy and strategy for military and intelligence cyber operations.

On the uniformed military side, the U.S. Cyber Command (CYBERCOM) 
has the lead for cybersecurity in classified systems and the unclassified .mil 
network, in addition to conducting cyberwarfare.11 Specifically, CYBERCOM 
plans, coordinates, integrates, synchronizes, and conducts cybersecurity 




