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Suspicious Activity Reports Intelligence

Since 2007, the U.S. homeland security, law enforcement, and intelligence 
communities have formally recognized the usefulness of suspicious activity 
reports (SARs) in preventing terrorist attacks. The U.S. government defines a 
SAR as “official documentation of observed behavior that may be indicative of 
intelligence gathering or pre-operational planning related to terrorism, criminal, 
or other illicit intention.”

The New York Metropolitan Transit Authority compiled the list shown 
below, which summarizes the categories of preoperational terrorist activity we 
are attempting to identify in a counterterrorism SAR.

Excerpt: Seven Signs of Terrorist Activity24

Surveillance

If there is a specific target that terrorists have chosen, that target area will most likely be 
observed during the planning phase of the operation. They do this in order to determine 
the strengths, weaknesses and number of personnel that may respond to an incident. 
Routes to and from the target are usually established during the surveillance phase. 
Therefore, it is important to take note of such things as someone recording or monitoring 
activities, drawing diagrams or annotating on maps, the use of vision-enhancing devices, 
having in one’s possession floor plans or blue prints of places such as high-tech firms, 
financial institutions or government/military facilities. Any of these surveillance-type acts 
MAY be an indicator that something just is not right. . . .

Elicitation

The second sign or signal is elicitation. What this means is anyone attempting to gain 
information about a place, person or operation. An example is someone attempting to 
gain knowledge about a critical infrastructure like a power plant, water reservoir or mar-
itime port. Terrorists may attempt to research bridge and tunnel usage, make unusual 
inquiries concerning shipments or inquire as to how a military base operates. They may 
also attempt to place “key” people in sensitive work locations.

Tests of Security

Tests of Security are another area in which terrorists would attempt to gather data. This 
is usually conducted by driving by the target, moving into sensitive areas and observing 




