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Figure 8.6 ▸ Intelligence Support for Homeland Security: Cybersecurity (.com)
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Cybersecurity Intelligence for Critical Infrastructure Protection
Cybersecurity is an issue for all critical infrastructure sectors. In fact, cyber-

security is an issue for the entire private sector, all other nongovernmental 
organizations, and the public (see Figure 8.6).

The planning framework presented in Chapter 7 portrays the cyber dimen-
sion of critical infrastructure protection on the same level of importance 
accorded to the physical and human dimensions. As in all critical infrastruc-
ture work, the various governmental and sector coordinating groups provide 
venues for working the cyber-protection problem, and in most cases the sector 
ISACs take a leading role in moving information (intelligence) to sector facili-
ties. All these sector-specific groups draw on the NCCIC and support efforts 
by critical infrastructure owners and operators to reduce cyber risk, including 
analyzing data to develop and share actionable mitigation recommendations, 
and creating and maintaining shared situational awareness.

Not surprisingly, DOD, in coordination with DHS, has developed a model 
intelligence-sharing partnership with the Defense Industrial Base (DIB) to pro-
tect DOD information residing in or passing though DIB company systems. 




