
144  Part II  Taking the Offensive

sensors, resources (including military and DHS teams), and protocols clearly 
receive top-priority support from the federal intelligence community. One of 
the sensor programs developed for DHS and discussed on its website is 
described in the box below.

Detecting a Nuclear Device

DHS’s Domestic Nuclear Detection Office has developed the Intelligent Radiation Sensing 
System (IRSS) to equip law enforcement in protecting cities from radiological or nuclear 
threats. The IRSS is a MASINT (measurement and signature intelligence) collection system 
that networks a group of portable radiation detectors. The program creates a network 
architecture, along with data fusion algorithms that combine information from many 
detectors. The integrated program provides search and monitoring capabilities across a 
large coverage area.

A significant number of sensor systems are being used on our borders, at airports, 
and within the United States to gather real-time intelligence on WMDs as part of the 
prevent and protect missions. Many of these are classified, but most work in a man-
ner similar to the IRSS to collect and collate raw tactical intelligence on imminent 
WMD threats.

According to the National Prevention Framework, upon tactical warning, all 
levels of law enforcement will take some or all of these measures to delay, 
divert, intercept, halt, and apprehend:

▸▸ Interdict specific conveyances, cargo, and persons associated with an 
imminent terrorist threat or act in the land, air, and maritime domains to 
prevent entry into the United States or to prevent an incident from 
occurring in the Nation

▸▸ Render safe and dispose of CBRNE hazards

▸▸ Prevent terrorism financial/material support from reaching its target

▸▸ Prevent terrorist acquisition of and the transfer of CBRNE materials, pre-
cursors, and related technology

▸▸ Conduct tactical counterterrorism operations in multiple locations and 
in all environments35




