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This effort, the DIB Cyber Security/Information Assurance (CS/IA) Program, 
including its optional DIB Enhanced Cybersecurity Services component, could 
well become the model for other critical infrastructure sectors.17

The DIB CS/IA Program is designed to improve DIB network defenses and 
allows private companies and the government to reduce damage to critical pro-
grams when defense information is compromised. The DIB CS/IA Program 
includes a voluntary information sharing component under which DIB compa-
nies and the government agree to share cybersecurity information, out of a 
mutual concern for the protection of sensitive but unclassified information 
related to DOD programs on DIB company networks. In this manner, the IC, 
and especially its robust defense intelligence components, provides indirect 
intelligence support to the private sector.

Under the DIB CS/IA Program, DOD provides participating DIB compa-
nies with unclassified cyber threat indicators and related, classified contextual 
information. DIB companies can choose whether to incorporate the indicators 
into their own traffic screening or other security tools, and they can use the 
contextual information to better understand and defend against the cybersecu-
rity threats they face. DOD also shares mitigation measures to assist DIB com-
panies’ cybersecurity efforts. Although the contextual intelligence is classified, 
what follows is a sample of unclassified indicators from a military cybersecurity 
course that most likely is similar to the classified set.

Excerpt: Phishing and Spear Phishing18

The Threat

Phishing is a high-tech scam that uses e-mail to deceive you into disclosing personal 
information. It puts your personal information and your organization’s information at 
risk. Spear phishing is a type of targeted phishing that appears to be directed towards a 
specific individual or group of individuals.

Indicators

The following are suspicious indicators related to phishing and spear phishing:

▸▸ Uses e-mail

▸▸ May include bad grammar, misspellings, and/or generic greetings
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