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More than 40 countries possess nuclear material that could be used in a nuclear weapon, 
although 95 percent is held by the United States and Russia. Nuclear proliferation is an 
increasing security concern, especially as countries improve their own capabilities. This 
both limits the capacity for disruption and increases the number of countries with the 
potential to assist or trigger nuclear development programs by others. The combination 
of nuclear industry development, diffusion of old technology, and strategic aspirations 
over time will result in an increase in the number of countries with advanced nuclear 
capabilities and weapons potential. The critical challenge for a terrorist group remains 
acquisition of a sufficient quantity of fissile material, or acquiring a useable weapon from 
state inventories.
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NOTES

  1.	 In addition to the air defense mandate, DOD plays additional roles in the home-
land security protect mission. It has the mandate to protect military and defense industrial 
facilities (Chapter 7). DOD also has key roles in cybersecurity (Chapter 8).

  2.	 Under Secretary of Defense for Policy, U.S. Department of Defense, “Assistant 
Secretary of Defense for Homeland Defense and Americas’ Security Affairs,” http://
policy.defense.gov/OUSDPOffices/ASDforHomelandDefenseAmericasSecurityAffa 
.aspx.

  3.	  “U.S. Department of Homeland Security,” http://www.dhs.gov/xlibrary/assets/
dhs-orgchart.pdf.

  4.	 Drawn from the DHS website and the 2011 Progress Report Implementing 9/11 
Commission Recommendations, http://www.dhs.gov/xlibrary/assets/implementing-
9-11-commission-report-progress-2011.pdf.

  5.	 The remaining three components all have intelligence elements, but their pri-
mary mission is different from border protection. U.S. Citizenship and Immigration 
Services oversees lawful immigration and has no law enforcement function. The U.S. 
Secret Service protects the president and has a significant role in cybersecurity and 
protecting the integrity of our currency. The Federal Emergency Management Agency 
is the lead player in the respond and recover mission.

  6.	 Mark A. Randol, The Department of Homeland Security Intelligence Enterprise: 
Operational Overview and Oversight Challenges for Congress (Congressional Research 
Service, March 19, 2010), https://www.fas.org/sgp/crs/homesec/R40602.pdf. A number 
of the examples in this chapter are drawn from this work.

  7.	 Ibid., p. 26.
  8.	 Note that this intelligence could have been presented differently to support a 

prevent operation to counter the threat. In such a case, the intelligence product would 
identify the responsible individuals in the African country where the false documents 
were prepared. This intelligence would then be made available to the Federal Bureau of 
Investigation (FBI) or the State Department to convince the host country to arrest and 
prosecute the document counterfeiters. Alternatively, the intelligence might be used by 




