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Case Study: The Prudential Financial Corporation

In addition to using the ISAC information sharing programs, many large 
corporations have their own, internal intelligence organizations. In some cases, 
the iconic nature and worldwide location of a company’s operations make 
intelligence and security a paramount concern. Disney, Exxon, McDonald’s, 
and other corporations are examples. But some firms develop intelligence 
capabilities in response to specific threats. This is the story of one such com-
pany, the Prudential Financial Corporation.30

Excerpt: About FS-ISAC29

Launched in 1999, FS-ISAC was established by the financial services sector in response 
to 1998’s Presidential Directive 63. That directive—later updated by 2003’s Homeland 
Security Presidential Directive 7—mandated that the public and private sectors share 
information about physical and cyber security threats and vulnerabilities to help protect 
the U.S. critical infrastructure. . .  Constantly gathering reliable and timely information 
from financial services providers, commercial security firms, federal/national, state and 
local government agencies, law enforcement and other trusted resources, the FS-ISAC is 
now uniquely positioned to quickly disseminate physical and cyber threat alerts and 
other critical information to your organization. This information includes analysis and 
recommended solutions from leading industry experts.

. . .[The] Critical Infrastructure Notification System (CINS) allows the FS-ISAC to speed 
security alerts to multiple recipients around the globe near-simultaneously while provid-
ing for user authentication and delivery confirmation.

The FS-ISAC also provides an anonymous information sharing capability across the entire 
financial services industry. Upon receiving a submission, industry experts verify and ana-
lyze the threat and identify any recommended solutions before alerting FS-ISAC mem-
bers. This assures that member firms receive the latest tried-and-true procedures and 
best practices for guarding against known and emerging security threats.

Profile of the Prudential Financial Corporation

The Prudential Financial Corporation was founded as the Prudential Friendly Society in 
1875 and is now known as the Prudential Insurance Company of America. Established 
in Newark, New Jersey, Prudential was the first company in the United States to make 
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