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cybersecurity issues. In fact, in part because they understand the offensive 
cyberwarfare programs so thoroughly, our military and intelligence cyber orga-
nizations lead the way with cybersecurity concepts of operation and model pro-
grams that are then adapted to and adopted by the civil sector. Later in this 
chapter, we will see an example of this model development in a specific cyber-
security program developed originally for the protection of the defense industry 
but now being expanded to protect other sectors of our critical infrastructure.

Intelligence Support to Cyberwarfare

As noted, DOD is responsible for the security of the .mil world, and most 
observers agree that this is the most secure unclassified network on the 
Internet. Both the civilian and military sides of DOD have a broad and deep 
array of intelligence organizations to support their cybersecurity programs. All 
the major DOD intelligence agencies (National Security Agency [NSA], 
Defense Intelligence Agency, National Reconnaissance Office, National 
Geospatial-Intelligence Agency, and every military service) have robust and 

Figure 8.3 ▸ Intelligence Support for Homeland Security: Cybersecurity (.mil)
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