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operations, including the defense of DOD information networks, and plans 
and conducts the full spectrum of military cyberspace operations to enable 
actions in all domains, ensure U.S./Allied freedom of action in cyberspace, and 
deny the same to our adversaries (see Figure 8.2).

From a homeland security perspective, we will focus on intelligence support 
to the two defensive or cybersecurity dimensions of CYBERCOM’s mission set:

Computer network defense, which is defined as actions taken to protect, 
monitor, analyze, detect, and respond to unauthorized activity within DOD 
information systems and computer networks (Joint Publication 1-02)

Information assurance, which is defined as measures taken to protect and 
defend information and information systems by ensuring their availability, 
integrity, authentication, and confidentiality (Joint Publication 1-02)

Not surprisingly, CYBERCOM’s cyberwarfare capabilities are so robust that 
it has a huge advantage when it turns its attention from cyberwarfare to these 

Figure 8.2 ▸ U.S. Cyber Command




