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Washington, D.C. The discovered plots had an immediate impact on 
Prudential and the other financial institutions targeted.

While no attacks were ever carried out, these threats were taken seriously by 
Prudential and other financial institutions. Large banking and financial sector 
companies used this threat intelligence to justify the development and imple-
mentation of security measures to protect their facilities or at least mitigate the 
impact of such an attack. Prudential also hired a full-time intelligence officer 
to ensure that its security managers and officers continue to receive threat 
information from government and sector organizations such as the FS-ISAC.

Prudential’s intelligence analyst works closely with the chief of security to 
emulate public-sector partnerships between intelligence analysts and law 
enforcement personnel. The goal is to have a dedicated staff member devote time 
to painting a picture of the company’s risks and vulnerabilities on a daily basis. 
The analyst focuses not only on current threats to the company but also on risks 
the company might face 1, 5, or 10 years into the future. If Prudential is consider-
ing expanding operations to new regions worldwide, the analyst conducts risk 
analyses on the positive and negative consequences involved with expansion.

The analyst has a security clearance and has built public-sector partnerships 
at the federal, state, and local levels, and interacts with law enforcement on a 
regular basis, utilizing their tip lines and reporting procedures if necessary. 
Prudential also contracts with a number of vendors that provide sophisticated 
and timely intelligence products.

STUDENT EXERCISE

In this chapter, we discussed ISACs, some of which are the newest members of 
the U.S. intelligence enterprise. These ISACs vary significantly in terms of size, 
structure, purpose, and intelligence capabilities and products. Your professor 
will assign you an ISAC from the list in the text. I suggest you begin your 
research with the National Council of ISACs website (www.isaccouncil.org/
home.html).

Assignment

Each student will prepare a 5- to 10-minute voice-over PowerPoint presentation on the 
intelligence capabilities and products of an assigned ISAC.




